Lecture 1:

Epistemic Scenarios, Epistemic Models and Propositions

Epistemic Puzzle no. 0: The Travelling Salesman

One night, a travelling salesman, who’s never home, always on the road, receives short notice that one of his trips has been cancelled. He goes home, wakes up his wife in the dark and has the best night of his life.

Towards the morning, a knock in the door is heard: "Honey, open the door! I missed you!"

The frightened wife wakes up: "Oh, my God, it’s my husband!" Hearing this, the husband jumps out of the bed, runs accross the room and throws himself off the window!

Puzzle? Maybe not!

Still, the question is: what happened?!

What were the agents’ beliefs before the two sentences were uttered? How did these believes change, and why?

Epistemic Puzzle no. 1: To learn is to falsify

Our starting example concerns a “love triangle”: suppose that Alice and Bob are a couple, but Alice has just started an affair with Charles.

At some point, Alice sends to Charles an email, saying: “Don’t worry, Bob doesn’t know about us”. But suppose now that Bob accidentally reads the message (by, say, secretely breaking into Alice’s email account).

Then, paradoxically enough, after seeing (and believing) the message which says he doesn’t know..., he will know!

So, in this case, learning the message is a way to falsify it. This example shows that standard belief-revision postulates may fail to hold in such complex learning actions, in which the message to be learned refers to the knowledge of the hearer. A different formulation of this paradox was first introduced by Jelle Gerbrandy.

Epistemic Puzzle no. 2: Self-fulfilling falsehoods

Suppose Alice becomes somehow convinced that Bob knows everything (about the affair). This is false (Bob doesn’t have a clue), but nevertheless she’s so convinced that she makes an attempt to warn Charles by sending him a messege: "Bob knows everything about the affair!".

As before, Bob secretely reads (and believes) the message. While false at the moment of its sending, the message becomes true: now he knows.

So, communicating a false belief (i.e. Alice’s action) might be a self-fulfilling prophecy: Alice’s false belief, once communicated, becomes true.

In the same time, the action of (reading and) believing a falsehood (i.e. Bob’s action) can be self-fulfilling: the false message, once believed, becomes true.

Epistemic Puzzle no. 3: Self-enabling falsehoods

Suppose that in fact Alice was faithful, despite all the attempts made by Charles to seduce her. Out of despair, Charles comes up with a cool plan of how to break up the marriage: he sends an email which is identical to the one in the second puzzle (bearing Alice’s signature and warning Charles that Bob knows about their affair.) Moreover, he makes sure somehow that Bob will have the opportunity to read the message. Knowing Bob’s quick temper, Charles expects him to sue for a divorce; knowing Alice’s fragile, volatile sensitivity, he also expects that, while on the rebound, she’d be open for a possible relationship with himself (Charles).

The plan works: as a result, Bob is mislead into “knowing” that he has been cheated. He promptly sends Alice a message saying: "I’ll see you in court". After divorce, Charles makes his seductive move, playing the friend-in-need. Again,the message becomes true: now, Alice does have an affair with Charles, and Bob knows it.

Sending a false message has enabled its validation.

Epistemic Puzzle no. 4: Muddy Children

Suppose there are 4 children, all of them being good logicians, exactly 3 of them having dirty faces. Each can see the faces of the others, but doesn’t see his/her own face.

The father publicly announces “One of you is dirty”. Then the father does another paradoxical thing: starts repeating over and over the same question “Do you know if you are dirty or not, and if so, which of the two?”

After each question, the children have to answer publicly, sincerely and simultaneously, based only on their knowledge, without taking any guesses. No other communication is allowed and nobody can lie.

One can show that, after 2 rounds of questions and answers, all the dirty children will come to know they are dirty! So they give this answer in the 3rd round, after which the clean child also comes to knows she’s clean, giving the correct answer at the 4th round.

Muddy Children Puzzle contined

First Question: What’s the point of the father’s first announcement? "At least one of you is dirty" Apparently, this message is not informative to any of the children: the statement was already known to everybody! But the puzzle wouldn’t work without it: in fact this announcement adds information to the system! The children implicitly learn some new fact, namely the fact that what each of them used to know in private is now public knowledge.

Second Question: What’s the point of the father’s repeated questions?

If the father knows that his children are good logicians, then at each step the father knows already the answer to his question, before even asking it! However, the puzzle wouldn’t work without these questions. In a way, it seems the father’s questions are “abnormal”, in that they don’t actually aim at filling a gap in father’s knowledge; but instead they are part of a Socratic strategy of teaching-through-questions.

Third Question: How can the children’s statements of ignorance lead them to knowledge?

Puzzle no 5: Sneaky Children

Let us modify the last example a bit.

Suppose the children are somehow rewarded for answering as quickly as possible, but they are punished for incorrect answers; thus they are interested in getting to the correct conclusion as fast as possible.

Suppose also that, after the second round of questions, two of the dirty children “cheat” on the others by secretly announcing each other that they’re dirty, while none of the others suspects this can happen.

One can easily see that the third dirty child will be totally deceived, coming to the “logical” conclusion that... she is clean! So, after giving the wrong answer, she ends up by being punished for her credulity, despite her impeccable logic.

Puzzle no 6: The Surprise Examination Paradox

On Friday evening, the teacher comes to class and says: "Sometime next week, I’ll give you an exam. It’ll be a surprise test, so unexpected that you will not know beforehand when it’ll happen: you won’t even know the previous evening."

The students rationally come to the conclusion that the teacher must be lying: there will be no fully surprising exam. Why?

As a result of this, when the exam will come (say, on Tuesday), the children won’t expect it: it’ll be a surprise! So teacher’s statement is an un-learnable truth.

Kripke Models

For a set Φ of facts and a finite set A of agents, a Φ-Kripke model is a triple

S = (S, →^A_S, ‖.‖_S)

consisting of 1. a set S of "worlds" 2. a family of binary accessibility relations →^A S ⊆ S × S, one for each agent A ∈ A 3. and a valuation ‖.‖S : Φ → P(S), assigning to each fact

φ ∈ Φ a set ‖φ‖_S of states

Most of the time, the model S is understood, and so we drop the subscript S from all the notation.

The valuation is also called a truth map. It is meant to express the factual content of a given world, while the arrows →^A express the agents’ uncertainty between various worlds.

A Kripke model is called a state model whenever we think of its "worlds" as possible states. In this case, the elements p ∈ Φ are called atomic sentences, being meant to represent basic facts, which may hold or not at a given state.

Repackaging the arrows and the valuation

A Φ-Kripke model can be alternatively presented by having

maps

π_A : S → PS, s → s_A ⊆ S, for every agent A ∈ A, instead of the arrows, and π_0 : S → P(Φ), s → s_0 instead of the valuation.

If we are given the arrows →^A and the valuation ‖.‖, we can define s_A = {s^′ ∈ S : s →^A s^′} and s_0 = {φ ∈ Φ : s ∈ ‖φ‖}.

The other way around:

The other way around: given the maps πA, π0, we can define:

s →^A s^′ iff s^′ ∈ s_A and ‖φ‖ = {s ∈ S : φ ∈ s_0}.

Epistemic Models and Knowledge Models

An epistemic (or doxastic, or K45-) model is a Φ-Kripke model satisfying the following two properties:

1. (Positive Introspection) If s →^A s′ and s′ →^A s′′ then s →^A s^{′′} 2. (Negative Introspection) If s →^A s′ and s →^A s′′ then s^′ →^A s^{′′} The union of these two conditions is equivalent to the requirement that:

• (Introspection) If s^′ ∈ s_A then s^′_A = s_A.

From now on, all our models will be epistemic.

A knowledge model (or S5-model) is an epistemic model satisfying the Truthfullness condition: s ∈ s_A, or equivalently s →^A s.

Scenario 1: The concealed coin

Two players A, B and a referee C play a game. In front of everybody, the referee throws a fair coin, catching it in his palm and fully covering it, before anybody (including himself) can see on which side the coin has landed.

A,B,C s: H A, B, C t: T_{A,B,C}

There are two possible states here, one in which the coin lies Heads up, the other in which it is Tails up. To make the diagrams readable, we encode the existence of loops at a state by listing the corresponding under the state: e.g. here there are A, B

and C loops at both states. In fact, for every agent there are

corresponding arrows between two states (including identical states: this means thaty nobody knows which is the "real" state. Not even us (the modelers)!

Pointed Models

A pointed (epistemic) model is a model in which the "real" state (i.e. the current state of the system) is also specified. Formally, it is pair (S, s0) of an epistemic model and a designated state.

A,B,C H A, B, C T A,B,C

This representation tells us that, as it happens, the coin lies Heads up (without any of the players knowing it).

Scenario 2: ’Legal’ Private Viewing

In front of everybody, the referee uncovers the coin, so that he, and only he, can see the upper face.

A,B,C x: H A, B y: T A,B,C

Now, C knows the real state, in the sense that: in every possible state, he considers that state as the only possibility. E.g. if it’s Heads, he knows it, and disregards the possiblity of Tails. A and B don’t know the real state, but they know that C knows it. C’s viewing of coin’s face is a "legal", non-deceitful action, although a private one.

Scenario 3: The coin revealed

The referee loudly announces on which side the coin is lying. He’s truthful: it’s as if he actually shows the face of the coin to the public (composed of A and B).

A,B,C H

The result of this scenario is a model, with only one state. Everybody knows the state.

Scenario 4: Cheating

Suppose that, after Scenario 1, the referee has actually taken a peek at the coin, before covering it. Nobody has noticed this. Indeed, C is certain that A and B did not suspect that this happened.

This is an instance of cheating: a private viewing which is "illegal", in the sense that it is deceitful for A and B. Now, A

and B think that nobody knows on which side the coin is lying.

But they are wrong!

Cheating Continued

C s: H

A, B A, B

A,B,C t: H A, B, C u: T_{A,B,C} We indicated the real world here.

We also added names for the states: s, t, and u. In general, we need to do this.

In s, A and B think that the only possibilities are u and v. That

is, they do not think that the "real" world they are in is even possible.

Scenario 5: Secret Communication

After cheating (Scenario 4), C engages in another "illegal" action: he secretely sends an email to his friend A, informing her that the coin is Heads up. The other player B is completely fooled: he doesn’t suspect that C could have taken a peek, nor that he could have been engaged in secret communication.

A,C s: H

B B

A,B,C t: H A, B, C u: T_{A,B,C}

Homework: B gets suspicious

In Scenario 4′, everything goes precisely as in Scenario 4, except that B is suspicious: he suspects that that C may be taking a peek, but he’s not sure of this. But A is still trustful, she doesn’t suspect anything. Moreover, C is aware of B’s suspicions and of A’s lack of suspicion.

In Scenario 4′′, everything goes as in Scenario 4′, except that

C is not aware of B’s suspicions: he really thinks he has fooled

both A and B, so that his secret peek went undetected, as in Scenario 4. Now, the deceiver deceives himself, assuming complete trust on the side of B.

Work out the representations of the resulting epistemic models, for these two scenarios.

Homework: Secret Interception (Wiretapping)

In Scenario 5′, everything goes on as in Scenario 4′, except that B acts on his suspicions by secretely breaking into C’s email account (or wiretapping his phone) and reading C’s secret message. Nobody suspects this illegal attack on C’s privacy. So both C and A think their secret communication is really secret and unsuspected by B: the deceivers are deceived.

In Scenario 5′′, everything goes on as in Scenario 5′, except that everybody is aware of the fact that communication is insecure: C and A are not deceived, they suspect their account might be broken into (or the phone wiretapped), but they of course don’t know for a fact that this happened. The outside B is aware of their suspicions, but nevertheless he goes with his wiretapping.

Work out the representations of the resulting epistemic models, for these two scenarios.

Homework: Gratuitous Suspicion (Paranoia)

In Scenario 6, everything goes on as in Scenario 5 (a secret peek followed by a secret communication, both unsuspected by outsiders), except that the deceiver C is being "paranoid": he suspects that B suspects what’s going on, and he also suspects that B might be wiretapping his conversations (as in Scenario 5’, with B thinking he can get away without his wiretapping being suspected). But in fact, C’s suspicions are unjustified: all the others are trusting fellows, who don’t even suspect any illegal action is going on and have no clue about

C’s twisted suspicions.

Work this out!

Epistemic equivalence

When are two epistemic models equivalent?

When can we consider that two different pointed models (S, s)

and S^′, s^′) represent essentially the same epistemic situation?

The answer lies in the notion of bisimulation. Bisimilar models capture precisely the same situation.

Bisimulation If S and T are Φ-Kripke models, then a bisimulation relation

between them is R ⊆ S × T such that whenever sRt, we have 1. For all atomic facts p ∈ Φ, s p iff t |= p.

2. For all agents A, if s →^A s′, then there is some t′ such that

t →^A t^′ and s^′Rt^′.

3. For all agents A, if t →^A t′, then there is some s′ such that

s →^A s^′ and s^′Rt^′.

If two states s ∈ S and t ∈ T are related by a bisimulation, we say they are bisimilar and we write (S, s) ∼ (T, t) When the models are understood, we skip them and simply write s ∼ t

Talk about it: Propositions and Bisimulation Invariance

Let SMod be the collection of all epistemic state models. A

(modal) proposition is an operation P defined on SMod such that for all S ∈ SMod, PS ⊆ S.

We say that an epistemic proposition P is bisimulation-invariant if it respects bisimulations; i.e. if (S, s) ∼ (T, t) then we have:

s ∈ P_S iff t ∈ P_T

One can argue that only bisimulation-invariant propositions capture truly "epistemic" properties of the models: properties belonging to the underlying epistemic situation, not just properties of our representations.

Epistemic Propositions

An epistemic proposition is a bisimulation-invariant proposition. We denote by Prop be the class of all epistemic propositions. We are only interested in them, so don’t have any special notation for the class of all (possibly non-epistemic) propositions.

Examples of Epistemic Propositions

• The epistemic propositions ⊤ (’true’) and ⊥ (’false’) are

defined by

⊤_S = S ⊥_S = ∅ • For each atomic sentence p, we have an epistemic

proposition p, given by

p_S = ‖p‖_S

Operations with Propositions

• Boolean operations: If P is a proposition and C a set of

proposition, then propositions ¬P and ⋀ C are given by

(¬P)_S = S \ P_S (⋀ C ) S = ⋂ {P_S : P ∈ C}

We use the standard abbreviations:

P ∧ Q = ⋀ {P, Q} P ∨ Q = ¬ (¬P ∧ ¬Q)

Operations continued

• Epistemic Modalities: Knowledge or Belief. If P is a

proposition and A ∈ A, then the proposition □AP ("agent

A believes, or knows, that P ") is given by

(□_AP)_S = {s ∈ S : if s →^A t then t ∈ P_S} • Iterated Epistemic Modalities: Common Knowledge. If P is

a proposition and B ⊆ A, then the proposition □∗B

proP (" P is common knowledge among members of

group B ") is given by

(□^∗_BP)_S = {s ∈ S : if s−→^{B∗} t then t ∈ P_S}

where s−→^{B∗} t means that state t is reachable from s by a sequence of (zero or more) arrows from the set { →^B }B∈B.

All Operations are "Epistemic"

Proposition 1 All the operations with epistemic propositions defined above preserve bisimulation-invariance. Thus, they can be considered as operations on the class Prop of epistemic propositions.

Examples

In the model S1 from Scenario 1

A,B,C H A, B, C T A,B,C let s be the "real" state (the one on the left) and t be the other

state. Then

(H)_{S1} = {s} (□_A(H ∨ T))_{S1} = S1 ( □^∗_{{A,B}}(H ∨ T) ) S1 = S1 (□_AH)_{S1} = ∅

More Examples

In the model S2 from Scenario 2: A,B,C x: H A, B y: T A,B,C , where again s is the left (H) state and t the left (T) state, we

have

(□_C H)_{S2} = {s} ( □^∗_{{A,B,C}}(□_C H ∨ □_C T) ) S2 = S2

More Examples

In the model S3 from Scenario 3, we have ( □^∗_{{A,B,C}}H ) S3 = S3

Homework Let S4 be the model in Scenario 4, and S5 be the model in

Scenario 5.

For all i ∈ {4, 5}, calculate

(□_A□_C H)_{Si} and (□_B □_C H)_{Si}

Notation: Satisfaction

For a model S, a state s ∈ S and a proposition P, we write

(S, s) |= P , or s |=_S P ,

whenever we have s ∈ P_S We say that state s satisfies proposition P, or that P holds (is true) at state s in model S. When the model is understood, we skip the subscript S, and just write s |= P Observe that this satisfaction relation is not yet a truth notion for any logic: we don’t have a logic yet, as there is no syntax. Propositions are purely semantical objects: maps from models to sets.

Notation: Propositional Entailment

Given two propositions P and Q, we say that P entails Q , and write

P |= Q

if for every model S we have

P_S ⊆ Q_S

Examples:

P ∧ Q |= Q

and also

□_A□_AP |= □_AP

Observe that

P |= Q and Q |= P implies P = Q

Specifying States and Models

To give an abstract specification of a state in a (given) state model it is enough to specify its factual content s0 ⊆ Φ0 and its appearance sA = {s′ : s →^A s′} to each agent A. To define a whole state model, one needs to specify the underlying set of states, and for each state s specify its factual content and its appearance.

This can be understood as a way of solving a system of state equations. This method of defining a state is called corecursion.

Defining Models and States by Equations

So we can abstractly define a state model and its states by solving a system of state equations of the form:

x^i_0 = Φ^i x^i_A = e^{i,A} for all i = 1, . . . , n; where we are given a list of state variables x^1, . . . , x^n , a list of finite sets of atomic sentences

Φ^1, . . . , Φ^n ⊆ Φ

and, for each A ∈ A, a list of sets of variables e^{1,A}, . . . , e^{n,A} ⊆ {x^1, . . . , x^n} Such a system is called a flat system of equations. If we are given a designated variable, say x1, then the system is called pointed. It is easy to see any flat system has a solution, which is unique up to bisimulation.

Flat systems

Proposition 2 Every pointed flat system has (a pointed model as) a solution, which is unique up to bisimilarity. Every state in every finite state model can be represented as a solution of a flat system of equations.

This always defines a state, but not necessarily an epistemic (introspective) state. For this, one needs to ensure the solution satisfies the two Introspection conditions. For this, we say that the above flat system is epistemic if we have x^i ∈ e^{j,A} implies e^{i,A} = e^{j,A} Then we have:

Proposition 3 Every pointed epistemic flat system has an epistemic state as the (unique, up to bisimilarity) solution. Every epistemic state in every finite model can be represented as the solution of an epistemic flat system.

Example

The state model in Scenario 1 above can be specified by the following equations:

s_0 =: {H} s_i =: {s, t} t_0 =: {T} t_i =: {s, t} for all i ∈ A = {A, B, C}.

Lecture 2:

Epistemic Actions and Updates

The structure of a communication act

There are three different pieces of information we want to know about a given action of communication:

1. The action’s presuppositions or preconditions: these tell us when can this action happen. We shall represent each such presupposition by an epistemic proposition, thus associating to each action α a set PREα of epistemic propositions. The action can happen only in states in which all the presuppositions in PREα are satisfied.

2. The action’s content: what is actually going on? For instance, one or more (signed) messages may be sent by an agent A, addressed to a list of intended recipients B, with copies being sent to some other list C of recipients. Or, instead, one or more questions may be sent. Or a message may be read by an agent.

3. The action’s appearance to each agent: what does each agent think is going on? This refers to the inherent epistemic features of the action itself. For instance, publicity of an action might be such a feature: a communication is fully public if it is shared by everybody.

For the time being, we shall disregard the second component (the content), concentrating on the epistemic features of actions. We obtain the notion of a (purely) epistemic action (or program).

Models for Actions

Until now, our Kripke models capture only epistemic situations, i.e. they only contain static information: they all are state models. We can thus represent the result of each of our Scenarios, but not what is actually going on. Our scenarios involve various types of changes that may affect agents’ beliefs or state of knowledge: a public announcement, a ’legal’ (non-deceitful) act of private learning, ’illegal’ (unsuspected) private learning, a secret communication, secret interception of private messages, suspicion etc.

We want to use now Kripke models to represent such types of epistemic changes, in a way that is similar to the representations we have for epistemic states.

Action Models

Let Prop be the class of all epistemic propositions.

An (epistemic) action model

Σ = (Σ, π_A, PRE)_{A∈A}

is just an (epistemic) Prop-model, given in the second notation (the one using appearance maps πA and factual content map π0) and for which we use the notation

PRE(σ) = σ_0

Interpretation

We call the members of the set Σ simple actions. We think of these as being deterministic actions of a particularly simple kind: they do not change the "facts" of the world, but the agents’ beliefs. In other words, they are "purely epistemic".

For σ ∈ Σ, we interpret PRE(σ) ⊆ Prop as giving the set of

all preconditions of the action σ; this is the set of all conditions that need to hold at a state s (in a state model S) in order for action σ to be possible in state s.

Finally, the accessibility relations express the agents’ uncertainty concerning the current action taking place.

Examples: Anonymous Public Announcement

As in Scenario 3, the face of the coin is publicly shown to the audience: C uncovers the face. The epistemic action model corresponding to this announcement is

A,B,C σ: H τ : T_{A,B,C} There are two possible simple actions in this model, σ and τ , with PRE(σ) = H and PRE(τ) = T. This is a model of a truthful public announcement, but one in which the "speaker" is not important from an epistemic point of view: he is not assumed to have known the "message" beforehand. He sees the coin in the same time as everybody else. This is as if an anonymous public announcement has been made to the group of all agents.

Examples: Public Announcement, continued

In Scenario 3, we actually assumed that Scenario 2 has first happened: C has first looked at the coin, in front of the others, and only now he shows to them as well. In this sense, it’s as if he doesn’t show the coin, but just says out loud: "The coin lies on (this) face". We have a public announcement made by a speaker, who shares with the audience something that he already knows: A and B not only learn the face up, but they also learn that C knew it beforehand.

To make this feature explicit, we need the action model:

A,B,C σ:H, □_C H τ : T, □_C T_{A,B,C} Observe that we included among σ’s preconditions not just the explicit message (H) that is being announced, but also the implicit information carried by the fact that C is making this announcement: namely, that C already knows the face.

Designated actions

Up until now, we only have action models, which are the "dynamic" analogue of state models. But what about the analogue "pointed" models?

We can use a pointed action model to represent the fact the one particular simple action σ is the "real" one, the only one that is currently happening. For example, here’s the (anonymous) action of publicly announcing that the Head is up:

A,B,C H T A,B,C

Non-deterministic Actions

What if we don’t know which of the faces will be announced? It is convenient sometimes to allow for non-deterministic actions. This will be a model with a set of designated simple actions: either of the actions may be the real action that is happening.

A,B,C σ: H τ :T_{A,B,C} The set of designated simple actions may even be infinite: then we talk about epistemic programs.

Epistemic Programs and Epistemic Actions

An epistemic program is a pair π = (Σ, Γ) consisting of an epistemic action model and a set Γ ⊆ Σ of designated simple actions. Each of the designated actions can be thought of as a possible "deterministic resolution" of the non-deterministic program π.

For a program π = (Σ, pA, PRE)A∈A, Γ), we use the following notations:

‖π‖ = Σ for the set of all possible simple actions in π, and |π| = Γ for the set of π’s possible deterministic resolutions. An epistemic action is just a finite epistemic program, i.e. a program π having only finitely many possible actions: ‖π‖ is finite. We sometimes use letters α, β to denote epistemic actions.

Example revisited: Public Announcement

In full generality, for any given proposition P, a truthful, anonymous public announcement that P is an action P! with the following structure:

P_{A∈A} where A is the set of all agents. This is a fully public, totally "transparent" action: everybody sees what’s going on. The announcement is truthful: it can only made if its precondition P is actually true at the current state.

A particular case is the action skip in which nothing happens (and it is clear to everybody that nothing happens); we can think of this as a vacuous public announcement, having an empty set of preconditions:

A_{∈A} This action (of nothing happening) can always happen: there are no preconditions.

More Examples: Taking a Peek

The action in Scenario 4: C takes a peek at the coin and sees the Head is up, without anybody noticing.

C σ: H B _{A,B,C} τ There are two simple actions in this model. Action σ is the cheating act, of C "taking a peek". Action τ is essentially nothing but skip: the action in which nothing happens. This is what the outsiders (A and B) think it is going on: nothing, really.

Example: Secret Communication (Scenario 5)

After cheating (Scenario 4), C knows the Head is up:

□^∗_C H

In scenario 5, he secretely tells this to A, without B suspecting it:

A,C σ: H, □^∗_C H B_{A,B,C} τ

Private Announcements to Subgroups

The last example is a particular case of a private announcement

P!_B made to a subgroup B: proposition P is broadcast to all

the members of group B, while outsiders don’t suspect anything:

B P A \ B _A τ Another particular case of this type of action are tests, as in PDL: a proposition P is tested, without anybody noticing. This is an action ?P that can only happen in states in which P is true, and then it just leaves the state unchanged. It is an "objective" (non-epistemic, "invisible") test:

P A _A τ Clearly, we have

?P = P!_∅

Private Announcements with Suspicious Outsiders

This is similar to P!B, except that now the outsiders D ∉ B suspect it, so they consider both the secret announcement and the trivial (skip-like) action as possible:

A P A \ B _A τ

Homework: Scenario 5’

Represent the action in Scenario 5: the supposedly secret message from C to A is secretly intercepted by B. This is an instance of a private announcements with (secret) interception by a group of outsiders.

More generally, represent the following type of action: A message P is secretely broadcast inside group B, but the group of outsiders A \ B gets together and intercepts the message, without the "insiders" suspecting this.

The update product

Given a state model S = (S, →^A , ‖.‖) and an action model

Σ = (Σ, →^A , PRE), we define their update product S ⊗ Σ = (S ⊗ Σ, →^A , ‖.‖) to be a new state model, given by:

1. S ⊗ Σ is

{(s, σ) : ∀φ ∈ P ∈ PRE(σ) s ∈ P_S) }. 2. (s, σ) →^A (s^′, σ^′) iff s →^A σ and s^′ →^A σ^′. 3. ‖p‖ = {(s, σ) ∈ S ⊗ Σ : s ∈ ‖φ‖}.

In S ⊗ Σ, the update (or output) of a state s ∈ S with a simple

action σ ∈ Σ is the pair (s, σ) ∈ S ⊗ Σ. It is important to note that this updating a state is in general a partial operation: if

σ cannot be executed on s (since some precondition of σ is not

satisfied by s), the (s, σ) ∉ S ⊗ Σ.

Homework

Check that update product is a well-defined on epistemic models, i.e. that S ⊗ Σ is still an epistemic model.

Moreover, check that, if both S and Σ are knowledge models then S ⊗ Σ is still a knowledge model.

The Output of an Epistemic Program

The output state obtained by running a (non-deterministic) epistemic program π = (Σ, Γ) on an input state s of a model

S can be any of the states

(s, σ) ∈ S ⊗ Σ with σ ∈ Σ We can write this as transition relations →^π between states:

s →^π s^′ iff s^′ = (s, σ) ∈ S ⊗ Σ for some σ ∈ Σ

Observe that (s, σ) ∈ S ⊗ Σ only if s satisfies all the preconditions of σ.

Observe also that, unlike in other related logics (e.g. PDL, Hennessey-Milner logic), our transition relations are between different models: they go from states in a model S to states in a new model S ⊗ Σ.

Examples of the update product

In these, the set A of agents is {A, B, C}, and the set Φ of atomic propositions is {H, T}.

Recall the action model, call it Σ0, for the public announcement that the coin is lying Heads up. H A,B,C Let us call the same structure S0 when we view it as a state model.

A,B,C x: H A, B, C y: T A,B,C ⊗ H A,B is (isomorphic to) S0.

For most S, S ⊗ Σ0 is bisimilar to S0. But T A,B ⊗ H A,B is empty.

Another Example of Update Product

Let Σ_1 be the following action model, representing the action of C "taking a peek", i.e. learning Heads in a way which is

oblivious to A and B:

C σ: H B _{A,B,C} τ The initial situation (in which nobody knows the face) is described by the model S

A,B,C s: H A, B, C t: T_{A,B,C} The update product S ⊗ π is indeed:

C (s, α): H

A, B A, B

A,B,C (s, β): H A, B, C (t, β): T_{A,B,C}

Another example

What would the following action Σ2 represent?

A,B α: H B _{A,B} β:T

A,B s: H A, B t: T_{A,B} ⊗ Σ_2

is

A,B (s, α): H B (t, β): T_{A,B}

Repeating Σ_2

( A,B s: H A, B t: T_{A,B} ⊗ Σ_2 ) ⊗ Σ_2

should be the same as A,B s: H A, B t: T_{A,B} ⊗ Σ_2

This does work out, up to isomorphism.

It has nothing to do with the original state model.

We will later define a product Σ · Δ of action models. We’ll want to have

(S ⊗ Σ) ⊗ Δ ∼= S ⊗ (Σ · Δ).

And for Σ2 above we’ll check that Σ2 · Σ2 is essentially again

Σ_2.

Homework

Rework all the homeworks from yesterday, by representing the input state model, the action model and taking the update product.

Update Product preserves bisimilarity

If (S, s) ∼ (S^′, s^′) and Σ is an epistemic program, then (S ⊗ Σ, (s, σ)) , ∼ (S ⊗ Σ^′, (s^′, σ))

Moreover, this is also true for epistemic program transitions, in the sense that: if

s ∼ s^′ and s →^π t

then there exists some state t′ such that

t ∼ t^′ and s^′ → t^′

Operations with Propositions: Dynamic Modalities

The fact that, after some specific epistemic action takes place, some given proposition P will come to be true at the output-state, is an inherent property of the current (input) state. So we’d like to be able to express this property in the original model, without moving to the updated model.

Given epistemic program π and a proposition P, we define a new proposition [π]P , meaning that "after (every execution of) program π (on the current state), P will come be true (at any possible output-state)". This is defined by:

([π]P)_S = {s ∈ S : if s →^π t then t ∈ P_S}

Dynamic modalities preserve bisimulation-invariance: if P is an epistemic proposition then [π]P is also an epistemic proposition.

Updating with a Public Announcement

It is easy to see that updating with a public announcement P! simply means deleting some of the states (the ones which do not satisfy the precondition P).

Indeed, if ΣP! is the action model for public announcement P!:

P A,B,C and if S is any state model, then S ⊗ ΣP! is isomorphic to the model obtained by deleting from S all states which do not satisfy P. Valuations and accessibility relations are simply inherited from the larger model: this corresponds to a well-known operation in Model Theory, that of relativisation of a model to a predicate (here, epistemic proposition) P.

Self-falsifying Announcements

In Puzzle no 1 we have seen a self-falsifying announcement, which involved interception of a secret communication. But it is easy to see that even a fully public announcement can be self-falsifying, as in the (last announcement of ignorance in the) Muddy Children Puzzle: after announcing their ignorance, children suddenly know!

An announcement P! is said to be self-falsifying if we have

[P!]¬P

i.e. whenever P is true, it becomes false after being publicly announced.

Another example

A simpler example is the following: father simply comes to the room and publicly tells to one of the muddy children, say A:

"You don’t know it, but you are dirty" Indeed, it is easy to see that any proposition P of the shape

Q ∧ ¬□_AQ is self-falsifying.

Preconditions are pre-conditions

There is no paradox involved here. We have modeled the message (P) which is being (truthfully) announced as a precondition of the corresponding action.

Preconditions are conditions of possibility: they must be true before the action (i.e. at the original state) in order for the action to be possible. But nothing ensures that the proposition will stay true.

Any proposition of the shape Q ∧ ¬□AQ is literally un-believable by A: it may be true, but it can never be believed

by A.

Update transitions and Corecursion

For a given epistemic program π, one could in principle describe directly its effect on any arbitrary state s, by completely describing the transitions s →^π t from state s.

This is the more traditional way to define an action, via the corresponding transition relations. But observe that now the output states may live in a different model than the output states. So we need to construct the new states. For this, we can of course use corecursion, and define the new model via a system of flat equations.

Example: transitions for P!

s^{P!}−→ t holds iff we have both s |= P and t_0 =: s_0 t_A =: {t^′ : s^{′ P!}−→ t^′ for some s^′ ∈ s_A}

for all A ∈ A.

Observe the apparent circularity: we define

P!−→ in terms of

itself. In fact, it all works out, since this is a corecursive definition of the updated state t. The system of equations provides a recipe for constructing a new state model and transition relations between the old model and the new one: it just asks us to make copies s′ for all the old states s such that s |= P, and keep the same facts at these states and the same arrows between them as on the old states.

The use of action representations

In this case, this is the same as deleting non-P-states, but in general (for other actions) the procedure might be pretty complicated, and describing →^π directly may become hard and unintuitive. This is where our representation of actions as epistemic models helps: the update product provides a simple, generic, intuitive recipe for automatically producing the new models and the transition relations.

Product Update defined by Corecursion

We can generalise the above example and (re)define the product update transitions →^π by corecursion: first, we define an operation ⊗ of updating a state with a simple action

σ ∈ ‖π‖ . The state s ⊗ σ is simply the updated state

(represented by the pair (s, σ) in the above construction of the product update), now defined by

(s ⊗ σ)_0 =: s_0 (s ⊗ σ)_A =: {s^′ ⊗ σ^′ : s^′ ∈ s_A, σ^′ ∈ σ_A, s^′ |= PRE(σ^′)}

for every A ∈ A.

Then we can define the state transition →^π by:

s →^π t iff t = s ⊗ σ and s |= PRE(σ) for some σ ∈ |π|

Lecture 3:

Operations with Epistemic Actions

Action Bisimulation

An action bisimulation R ⊆ Σ × Σ′ between action models Σ

and Σ^′ is nothing but a bisimulation (in the sense already

defined) between these two Kripke models. But observe that, in PRE notation, the first clause of the bisimulation condition can be restated as:

if s ∼ s^′ then P RE(s) = P RE(s^′)

For non-deterministic programs, we define a program bisimulation between π = (Σ, Γ) and π′ = (Σ′, Γ′) to be a bisimulation R between their underlying models Σ and Σ′ which relates every designated action σ ∈ Γ of the first program with some designated action σ′ ∈ Γ′ of the second program, and vice-versa.

As before, we use the bisimilarity relation ∼ to denote the existence of a bisimulation.

Specifying Actions and Programs

Similarly to states, epistemic actions can be defined by specifying, for them and all related actions, their preconditions

σ_0 = PRE(σ) ⊆ Prop

and their appearance σ_A = {σ^′ : σ → σ^′} to each agent A. This gives us the action model.

Epistemic programs π can be specifying by defining all the actions σ ∈ ‖π‖ involved in their model, and in addition giving the set of designated actions |π|.

As in the case of states, this can be seen as a definition by corecursion. Action models are nothing but Kripke models, so essentially the same theorem concerning flat systems applies here, but we restate it in terms of action equations.

Flat Action Systems

A flat system of action equations is a system

PRE(X^i) = P^i X^i_A = E^{i,A} for all i = 1, . . . , n; where we are given a list of action variables X^1, . . . , X^n , a list of finite sets of epistemic propositions

P^1, . . . , P^n ⊆ Prop

and, for each A ∈ A, a list of sets of variables E^{1,A}, . . . , E^{n,A} ⊆ {X^1, . . . , X^n} As before, a flat system is epistemic if we have x^i ∈ E^{j,A} implies E^{i,A} = E^{j,A}

Defining Actions by Corecursion

Our above Proposition on flat systems can be adapted to give us: Proposition 4 Every (pointed) flat system of action equations has a simple action (living in an action model) as solution (unique up to bisimulation). The solution of every epistemic flat system of action equations always belongs to an epistemic action model. Every simple action in a finite epistemic action model can be represented as the solution of an epistemic flat system.

Finally, at the level of programs, we have:

Proposition 5 Every epistemic action (i.e.finitary epistemic program) can be represented as a (finite) sum ∑ i σ_i of

solutions of a flat system of equations.

This gives us a principle of definition by recursion for epistemic actions.

Convention

Remember that, when the state model S is understood, we agreed to skip it, using the name of state s in the place of the pointed model (S, s), as in s |= P, s ∼ s^′ etc. In other words, if the underlying Kripke model is understood, we "identify" (by abuse of notation) a pointed model with its designated state.

This is a useful simplifying notation, which we shall adopt for actions as well: if action α = (Σ, Γ) has only one designated action |α| = Γ = {γ} (i.e. the action is "deterministic"), then we may identify α with its designated action, writing α for γ. So, for example, we write |α‖ = {α} in this case.

Public Announcements

With this notation, we can characterise the public announcement program P! by:

|P!| =: {P!} PRE(P!) =: {P} P!_A =: {P!}

Similarly for the private announcements P!B to subgroups:

|P!_B| =: {P!_B} PRE(P!_B)) =: {P} (P!_B)_B =: {P!_B} for B ∈ B (P!_B)_C =: {skip} for C ∉ B

Here, skip =: ⊤!, where ⊤ is the universally true proposition.

Operations with Programs: Non-deterministic Sum

Given programs π and π′, we define their non-deterministic choice (sum) π + π′.

|π + π^′| = |π| ∪ |π^′| The meaning of this construct is: do either π or π′. It is easy to see that we have

s →^{π+π′} t iff s →^π t or s →^{π′} t The definition of sum can be obviously generalised to infinite sums.

Sequential Composition

We define the sequential composition π · π′ for programs π, π′. The intended meaning: do first π, then do π′.

|π · π^′| = {σ · σ^′ : σ ∈ |π|, σ^′ ∈ |π^′|} PRE(σ · σ^′) =: PRE(σ) ∪ {[σ]ψ : ψ ∈ PRE(σ^′)} (σ · σ^′)_A =: {τ · τ^′ : τ ∈ σ_A, τ^′ ∈ σ_A}

In other words, we take the product arrows:

σ · σ^′ →^A τ · τ iff σ →^A τ and σ^′ →^A τ^′

It’s easy to see that

s →^{π·π′} w iff s →^π t and t →^{π′} w for some state t

, so this acts indeed as a sequential composition of actions.

Parallel Composition

One can also define a notion of parallel composition:

| π‖π^′ | = {σ||σ^′ : σ ∈ |π|, σ^′ ∈ π^′|} PRE(σ‖σ^′) =: PRE(σ) ∪ PRE(σ^′) (σ‖σ^′)_A =: {τ‖τ^′ : τ ∈ σ_A, τ^′ ∈ σ_A} This is not the only possible notion of parallel composition, maybe not even the most natural one. It works well for independent actions, but maybe not for others. See the following discussion.

Learning a Program

Various people have tried to formalise a notion of learning an action: while action α is happening, agent A learns that α is happening.

There is a basic problem here: α is an epistemic action, which might itself involve or affect A’s beliefs. For instance, α might be the action of A being deceived by B taking a peek. How can

A learn that she is being deceived, while she is being deceived?

This looks similar to the problem of A learning that he does not know something (as in (Q ∧ ¬□AQ)! ). The intuition is that learning that you’re being deceived overrides, or cancels, the deceiving action: you are not deceived, after all, precisely because you know about it.

Updating with a Program

Jelle Gerbrandy has studied this issue in his PhD thesis. He reduced learning of a program to something more basic: updating with a program. Updating is just like learning,... except that it is not necessarily true. Agent A updates her beliefs about the program, thinking say, that action α is happening; but nothing is really happening (except for A’s private updating). So updating is more like suspecting than learning. We can express learning as updating plus truth: agent A updates with

α, while α is really happening.

Both learning and updating are conscious, introspective activities: when you’re learning, you implicitly learn that you learn. The same goes for updating.

Gerbrandy’s Updating

Gerbrandy has attempted to formalise a notion of conscious, introspective updates. Namely, he thinks that the action of A updating with π happens looks from the point of view A as if, first, π is happening; then, agent A learns about this. As for the other agents, for them nothing happens: this action is totally private.

He defines this operation UAπ purely extensionaly, via its transition relation:

s^{UAπ}−→ t iff t_0 =: s_0 t_A =: {t^′ : ∃s^′ ∈ s_A∃s^{′′} s^′ →^π s^{′′} , s^{′′ UAπ}−→ t^′} t_B =: s_B

for all B ≠ A.

The Corresponding Action Model

This is a bit complicated, so I’ll define the corresponding epistemic program, giving its action model. The program UAπ is deterministic, corresponding to one simple action. As before, I use the same name for its designated action:

|U_Aπ| = {U_Aπ} PRE(U_Aπ) =: ∅ (U_Aπ)_A =: {σ · U_Aπ : σ ∈ |π|} (U_Aπ)_B =: {skip} , for B ≠ A

Mutual Updating inside a Group

Gerbrandy generalizes this to the operation UBπ of “mutual updating with π by the agents in group B “. The definion is as above, with the clause for A extended to all agents A ∈ B, and the clause for B ≠ A restricted now to the agents C ∉ B. One advantage of this definition is that we get:

P! = U_A?P

Criticism

Unfortunately, this doesn’t work: as observed by Gerbrandy, under this kind of action, an epistemic state can make a transition to a state that is not epistemic, in our sense. Both transitivity and Euclideaness may be lost, which suggests there’s some lack of introspection in this kind of updating. So epistemic programs are not closed under Gerbrandy’s “updating” operator.

Homework: Find examples of such failure.

Explanation

The action model representation shows the reason for this: the action UAπ is not always an epistemic action, even when π is epistemic. So this is not such a conscious and introspective notion of update, after all!

Homework: Find examples of epistemic π for which UAπ is not epistemic.

Other Problems:

Another problem is that in general

U_AU_A?P ≠ U_A?P

This means that Gerbrandy’s updating does not correctly model the notion of conscious, introspective update.

Homework: Find examples of such epistemic propositions P.

Solution: Fully Introspective Updating

We’ll define an operation Aπ of "agent A fully introspectively updating with π ".

The easiest is to define first a binary operation π|Aπ′, which is a sort of parallel composition of program π with an updating action done by A. We read this as: while π, A thinks π′. The intended meaning is that: while π is happening, agent A updates with π′ (since she thinks that π′ is happening). In this kind of parallel composition, it is understood that A’s updating with π′ overrides π’s appearance to A: all the default beliefs (of

A about π) that would normally come with π are cancelled: A

thinks π′ is happening.

| π|^Aπ^′ | = {σ|^Aπ^′ : σ ∈ |π|} PRE(σ|^Aπ^′) =: PRE(σ) (σ|^Aπ^′)_A =: {σ^′|^Aπ^′ : σ^′ ∈ |π^′|} (σ|^Aπ)_B =: σ_B for all B ≠ A

Learning and Updating

We simply define

L^Aπ = π|^Aπ for (private) learning, and

Aπ = skip|^Aπ

for (totally wrong, totally private) updating. This last one corresponds to Gerbrandy’s update UA, constituting a truly "conscious, introspective" version of it.

Learning in Pictures

If one gives you the diagram of a program π, how can you produce the diagram of the program LAπ ("learning that π ")?

Look at π’s designated actions σ ∈ |π|: they will still be designated. Eliminate all the (one-step) A-arrows originating in any of these designated actions; then add A-arrows connecting any two designated actions (including each of them with itself, so we get A-loops around them).

Examples

Fully private learning:

P!_A = L^A?P

Taking a peek at the coin (as in Scenario 2) is an example.

Reasonable Suspicion: Starting to privately suspect that some secret action goes on (as in Scenario 4′′, where B suspects that C may be secretely taking a peek at the coin) is another example of updating. There, C is taking a peek (which is an action of private learning), while in the same time B suspects it (although he’s not sure, maybe nothing is going on). The total action is (_C H ) |^A ( skip + C H )

More Examples

Secret Interception: Secret interception of a supposedly secret message (as in scenario 5’) is also an act of private learning: the private announcement H!A,C is secretely intercepted by B. So the action is L^B H!_{A,C} Paranoia:

In Scenario 6, everything goes on as in Scenario 5 (a secret communication inside the group {A, C}, unsuspected by the outsider B), except that the deceiver C is being "paranoid": he suspects that B might be wiretapping his conversations (as in Scenario 5’, with B thinking he can get away without his wiretapping being suspected). But in fact, C’s suspicions are unjustified.

H!_{A,C} |^C ( L^BH!_{A,C} )

Learning What is Going On

In the previous concept of learning LAπ, agent A was learning something about what is going on, but not necessarily what precisely is taking place. Her knowledge of the current action happening is correct, but possibly incomplete. This is because, in the case of a non-deterministic program π, at every execution

of π only one of its designated actions is taking place: the

non-determinism is resolved at execution.

Example

For instance, in Scenario 5′, suppose that C’s "strategy" is to secretely communicate whichever face of the coin is up: if the Head’s up, then say "Head", else say "Tail". In other words, C is running the following program

?H · H!_{A,C} +?T · T!_{A,C} If B intercepts C’s secret message to A, he doesn’t just learn

that C told A which face is up; he learns more, namely that the coin is Heads up (or that it’s Tails up).

So we can’t apply the previous notion of learning to the program used by C in order to model interception: the action

L_B (?H · H!_{A,C} +?T · T!_{A,C} )

will not give us interception.

Discovering What is Really Going On

We need an operation of"discovering what is really going on", one by which A finds out everything there is to know about the current program, including its current deterministic resolution: she finds out precisely which of the possible simple actions is actually executed. In other words, A not only learns that π is executed, but also learns the answer to the question: "what is the specific simple action that is going on?"

|Disc^Aπ| =: {Disc^Aσ : σ ∈ |π|} PRE(Disc^Aσ) =: PRE(σ) (Disc^Aσ)_A =: {Disc^Aσ} (Disc^Aσ)_B =: α_A for B ≠ A

Discovering in terms of Learning

"Discovering what’s going on" can actually be defined as "learning the current deterministic resolution of the current program". This can be used to give an alternative definition of discovery in terms of learning:

Disc^Aπ = ∑ σ∈|π| L^Aσ

Raising an Issue: Questions

What is the epistemic effect of asking a question? How does the question change the agents’ beliefs about the current state (or about the others’ beliefs about the current state etc.)?

Well, in general, the answer is: NO EFFECT. A question can always be asked, in general there are no preconditions for asking: so no worlds or arrows are eliminated, thus nothing is learned. The effect of such a question is the same as the effect of the action skip.

It is true that, in "normal" conditions, we assume questions satisfy some "Gricean" constraints: we assume the person asking the question doesn’t know the answer; but that he thinks it is possible the person who is being asked might know the answer. These constraints will be reflected by some preconditions: such questions carry with them certain presuppositions.

Questions - continued

But there are many exceptions (just think of the Muddy Children!), so for the moment let’s just consider the most general, and simplest, type of questions, which don’t carry any such presuppositions.

Do we learn something from such questions? We clearly don’t learn anything about the state of the world, or about people’s knowledge of the world. But, while the questioning action is going on, we learn something about this action itself. We learn that an issue has been raised, and we even learn how it was raised: in public, over the email or some other restricted channel. The raising of an issue can be modeled as establishing a partition of the states of the world (into states for which the answer is "yes", and the others). Some agents may be aware of the issue, other don’t. Thus: although the input-output effects of such a question over the states are trivial, the questiong action has a non-trivial inner epistemic structure.

Public Questioning

If a question "Is P true?" is uttered in public, then a partition based on P’s truth value is "opened" publicly. But nobody needs to know the answer (i.e. in which cell of the partition is the current state).

The epistemic picture of the action is simply:

A P A ¬P_A

Observe that this action has the same effect as skip: if we apply it to a state model (via taking the update product), the resulting model is bisimilar to the original. We denote this action by P?

Private Questioning inside a group

If the question is raised only in a group B of insiders then we obtain an action denoted by P?B, similar to P!B.

’Gricean’ Questions

To represent questions which do carry information, we need to include among the preconditions all the implicit presuppositions of the questions. E.g. for "normal" ("Gricean") questions, we include the facts that the inquirer A doesn’t know the answer and that he thinks that somebody in the audience might know the answer. Put

K_A?P := (P ∧ □_AP) ∨ (¬P ∧ □_A¬P)

for the proposition that "agent A knows whether P or not P “ , and

P os_A?P := ¬□_A ⋀ B∈A ¬K_B?P for the proposition that "agent A thinks it is possible that somebody may know the answer", then the diagram of a Gricean question is

A N_1 A N_{2 A} where

N_1 =: {P, ¬K_A?P, P os_A?P}

N_2 =: {¬P, ¬K_A?P, P os_A?P}

Finding out the Answer

Once an issue has been raised, somebody might solve it. The action of agent A discovering the answer to a question can be obtained by applying the "discovery" operator to the question: we obtain

Disc^A(P?) := P!_A + ¬P!_A = L^A?P + L^A?P

This is a completely private discovery: the others don’t know that A discovered the answer.

Answering a Question

We obtain the action AnsA(P?) of agent A publicly answering

the question by publicly announcing that A discovered the

answer to be P (or to be ¬P):

Ans^A(P?) := ( Disc^A(P!) ) ! + ( Disc^A(¬P!) ) ! Similarly, one can represent private answering inside a group.

Apparent Action

For a simple action σ, the apparent action for agent A is the

sum of all A’s epistemic alternatives σ′ ∈ σA:

σA : = ∑ {σ^′ : σ →^A σ^′} For complex actions/programs, we can define it by:

|πA| : = {σA : σ ∈ |π|} In other words, πA : = ∑ {σA : σ ∈ |π|} This is the program that appears (to A) to be happening (when

π is happening).

Hiding

One can hide a program π from an agent A, so that A doesn’t know π is happening. The easiest way to define hiding is in the terms of binary updating: π/A =: π|^Askip Equivalently, we can directly define hiding by corecursion. For simple actions, this is given by

PRE(σ/A) := PRE(σ) (σ/A)_A := {skip} (σ/A)_B := σ_B for all B ≠ A

and for complex programs: |π/A| : = {σ/A : σ ∈ |π|} In other words, π/A : = ∑ {σ/A : σ ∈ |π|}

Some Identities

Here are some identities (up to action bisimulation):

P! = P? · ∏ A∈A A (P!)

π|^Aπ^′ = π/A ·^Aπ^′ = (π/A) | (^Aπ^′)

Lecture 4:

Dynamic Epistemic Logic

Non-destructive Programs

Observe that all the above-defined programs have the property that all the actions in their model have a non-empty appearance: σ_A ≠ ∅ In other words, agents have always some epistemic alternatives to these actions: they hold some belief about the action, they think something is going on (even if it’s just skip). We call these non-destructive programs, and in practice we’re mostly interested in them. They have the property that they don’t "kill" agents: if an agent was alive in the initial state then he’s still alive at the output state, i.e.

if s_A ≠ ∅ and s →^π t then t_A ≠ ∅

Representation of non-destructive programs Let pre_σ : = ⋀ PRE(σ)

It is easy to see that a simple action σ, if non-destructive, can be represented in terms of its preconditions and apparent actions, by σ = ?PRE_σ|^A(σA)|^B (σB)| . . . (where we take comnposition for all the agents). In fact, parallel composition can be replaced by sequential composition, since the components are independent: σ = pre_σ · ∏ A∈A A(σA) As for complex, non-destructive programs, we can write them as sums of their designated actions: π = ∑ σ∈|π| σ = ∑ σ∈|π| ?pre_σ · ∏ A∈A A(σA)

Guarded Systems of Equations

Consider systems of equations of the form

{X^i = t^i}_{i=1,...,n} where = should actually be interpreted as bisimilarity ∼, and where ti’s are terms built out of variables Xj and tests ?P using operations sum +, product (sequential composition · and unary updates Aπ.

As a consequence of the previous result, such systems have unique solutions provided all the variables Xi are epistemically guarded in all terms tj , i.e. they occur only inside subexpressions of the form Aπ.

Such a system is called guarded. We use a fixed-point notation

< X|{X^i = t^i}_i > to denote the solution for X of this system.

Representation Theorem for non-destructive actions

Proposition 6 Every guarded system has a non-destructive epistemic action as a solution, unique up to bimilarity. Every non-destructive epistemic action can be represented as a solution of a system of guarded equations.

The first part can be proved by associating, in a straightfoward manner, an epistemic flat system of equations to each guarded system, and proving the two are equivalent. The second part can be shown by observing that every epistemic flat system can be converted into a guarded system, provided the right-hand sides of all the "appearance" equations are non-empty; i.e. E^{i,A} ≠ ∅

The representation given by this proposition suggests a natural basic syntax for epistemic programs, which leads us to the introduction of a dynamic logic of epistemic programs.

The basic language

We use variables for programs. We define, by simultaneous recursion, a set L of formulas, some of which are closed and are called sentences; and a set P r of program expressions, some of which are closed and then are called just programs. For formulas, we have φ ::= p ¬φ φ ∧ ψ □_Aφ □^∗_Bφ [π]φ where π is any program expression. A formula is closed (i.e. a sentence) if every occurence of a program variable X is inside a program (=a closed program expression). As for program expressions, we put:

π ::= X ?φ π + π^′ π · π^{′ A}π < X|X = π > where φ is a sentence (=closed formula), and in the fixed-point construct < X|X = π >, X must be "epistemically guarded"

in π (i.e. all its occurrences are inside a subexpression^Aπ^′ ).

Semantics

The semantics of this is compositional:to each sentence φ we associate a proposition ‖φ‖, and to each (non-closed) formula some function fφ from tuples of programs into propositions; and and to each closed program expression π we associate a program ‖π‖, and to a (non-closed) program π expression some function Fπ from tuples of programs into programs. The definition is by mutual recursion. For programs,

‖?φ‖ =: ?‖φ‖ ‖^Aπ‖ =:^A‖π|| ‖π + π^′‖ =: ‖π‖ + ‖π^′‖ ‖π · π^′‖ =: ‖π‖ · ‖π^′‖ and ‖ < X|X = π ‖ is the unique solution of the equation X = F_π(X). For non-closed program expressions π in free

variables X1, . . . , Xn, we define the function Fπ by:

F_π(π_1, . . . , π_n) := π[X_1/π_1, . . . , X_n/π_n]

where the right-hand program is obtained by substituting the variables Xi with πi in π.

For sentences, ‖p‖ is already given by the valuation and

‖¬φ‖ =: ¬‖φ‖ ‖φ ∧ ψ‖ =: ‖φ‖ ∩ ‖ψ‖ ‖□_Aφ‖ =: □_A‖φ‖ ‖□^∗_Bφ‖ =: □^∗_B‖φ‖ ‖[π]φ‖ =: [ ‖π‖ ] ‖φ‖ For non-closed formulas φ in free variables X1, . . . , Xn, we put

f_φ(π_1, . . . , π_n) := ‖φ[X_1/π_1, . . . , X_n/π_n]‖

The Syntactic Action Model

Program expressions in which all occurences of + are epistemically guarded are called simple. They denote simple actions. We can inductively define, for each simple program expression, some syntactic precondition maps and appearance maps, corresponding to the semantic ones:

PRE(?φ) = {φ} PRE(^Aπ) = ∅ PRE(σ · σ^′) = PRE(σ) ∪ {[σ]ψ : ψ ∈ PRE(σ^′)} PRE(< X|X = π >) = P RE(π^′) where π′ is the program expression obtained from π by substituting X with < X|X = π >. We also put

pre_σ = ⋀ PRE(σ)

Syntactic Model -continued

Similarly, we can inductively define appearance sets σA for a simple action expression (or arrows →^A between syntactic actions), and also the apparent action σA = ∑ {σ^′ : σ^′ ∈ σ_A} Also, we can inductively define the set of designated actions |π| for every program expression.

This gives us a syntactic "action model". The difference between this and a "real" action model is that the syntactic one has sentences (instead of propositions) as preconditions. Parallel composition π|π′, hiding π/A and binary update

π|^Aπ^′ can be similarly defined by induction on the syntactic

complexity of our programs.

Observations on the Syntax

Observe that syntactic preconditions come from tests ?φ, so from sentences (closed expressions). Thus, we don’t allow preconditions containg free variables, such as [X]ψ. This is important: it means we can’t define (via the fixed-point operator) actions like

< X|X = . . .?[X]ψ . . . > whose preconditions would refer to the very action that we’re defining. That would make no sense: the precondition of an action must already be defined before the action. The precondition gives the possibility condition for the action, and refering to the action itself would lead to vicious circles.

Counterexemples

Saying that "this action is possible whenever it’s possible":

PRE(σ) := {< σ > ⊤} (where < π > ψ := ¬[π]ψ), would be a useless circular definition; or saying that this action is possible whenever it’s not possible: PRE(σ) := {< σ > ⊥} would lead to straightforward paradoxes.

The Action-Knowledge Axiom

This axiom helps us to compute the beliefs (or "knowledge") of the agents after a program is run, in terms of the initial beliefs and of the programs’ appearance.

[π]□_Aψ ↔ ⋀ σ∈|π| (pre_σ → □_A[σA]ψ)

Here, σA is the apparent action (of σ ro A). For simple actions

σ , this gets simpler:

[σ]□_Aψ ↔ (pre_σ → □_A[σA]ψ) or, unfolding it a bit,

[σ]□_Aψ ↔ (pre_σ → □_A ⋀ σ^′∈σ_A [σ^′]ψ)

The Action-Knowledge Axiom in examples

In the logic of public announcements, this axiom gives us: [φ!]□_Aψ ↔ (φ → □_A[φ!]ψ) For unary updates, this axiom gives us:

[^Aπ]□_Aψ ↔ □_A[π|^Aπ]ψ which can be simplified to

[^Aπ]□_Aψ ↔ □_A[π/A][^Aπ]ψ On the other hand, for B ≠ A, we get

[^Aπ]□_Bψ ↔ □_Aψ

The Action Rule

This rule allows us to compute what is common knowledge after a program is run:

Let ψ be a sentence, and let C be a set of agents. Let there be

sentences χβ for all β such that α →∗C β (including α itself), and such that

1. ⊢ χ_β → [β]ψ.

2. If A ∈ C and β →^A γ, then ⊢ (χβ ∧ PRE(β)) → □Aχγ .

From these assumptions, infer ⊢ χα → [α]□∗Cψ.

Completeness and Decidability

Proposition 7 There exists a complete and decidable proof system for dynamic epistemic logic, whose main non-trivial proof principle are the above-mentioned Action-Knowledge Axiom and Action Rule.

Lecture 5:

Communication Acts, Dialogue Games, Strategies

Adding Content: Messages

The content of a communication act is a third component, in addition to its precondition and its epistemic features. For certain purposes (as in dialogue games) we might want to know what is really going on, beyond the epistemic features: we’d need to specify the content of the action. This will narrow down a bit our domain of applicability: the content of an action is rather sensitive to the setting.

For communication actions though, we could limit ourselves to contents that have to do with sending messages. So we can say the content of a simple communication action is that an agent

(A) sends a message, which might be a statement P or a

question P?, sent to a primary recipient C, but also to some additional list of recipients B.

So a message is just an expression of one of the forms: P(A, C, B) or P?(A, C, B)

In cryptography, one considers signatures as being part of the message, and also encryption, but we’ll disregard this for now.

The content of a Communication Act

The content of a communication act is a sequence of sets of messages, of the form: {m_1, . . . , m_n}; {m_{n+1}, . . . , m_k}; . . . The messages in the same set are meant to be sent in the same "time " (or same "round" of a game etc.).

So we add content to our semantic action models, by assigning to each simple action in the structure some content. The content will have absolutely no effect on the update: we use the same update product as before. The content is just a marker to specify the intended action.

We write Con(σ) for the content of the simple commmunication action σ. We write Coni(σ) for the i-th component of the content sequence, if defined; e. g in the above Con1 is the set {m_1, . . . , m_n} If Con(σ) is a sequence of length less than i, then we put: Con_i(σ) := ∅

Examples:

In this setting, a "real-life" (truthful) public announcement is always made by somebody, say A, addressed to somebody (say C) and has the following picture:

P P(A,C,A) A Unsuccessful Lying is:

¬P P(A,C,A) A Successful Lying is:

P(A,C,A) ¬P_A A \ {A} P P(A,C,A) A

Operations

We have to redefine our operations for actions that have a content. We keep all the definition clauses for preconditions and appearance as before, but we have to separately define the content of the new simple actions:

Con(?φ) ::= ∅ Con(σ|^Aπ) =: Con(σ) Con(σ · σ^′) =: Con(σ); Con(σ^′) Con_i(σ|σ^′) := Con_i(σ) ∪ Con_i(σ^′) , for all i Con(σ/A) =: Con(σ)

Two new constructs

We have two new basic actions ψ(A, C, B) ψ?(A, C, B) to denote the definitely unsuccessful attempts to deliver the message. The message doesn’t have be truthful. We define them, by putting, for every message m ∈ {ψ(A, C, B), ψ?(A, C, B)}:

PRE(m) := ∅ Con(m) := m m_A := {m} m_B := ∅

Warning:

Once we added content to actions,the notion of bisimilarity changes: the content of the two actions has to match: s ∼ s^′ implies Con(s) = Con(s^′) Thus, not all previously mentioned identities remain identities! The following

π|^Aπ^′ = (π/A) | (^Aπ^′)

P! = ?P|^A(P!)|^B(P!)| . . .

π = ∑ σ∈|π| ?pre_σ|^A(σA)|^B (σB)| . . . remain valid, but the corresponding identities that use sequential composition instead of | are no longer valid. We can’t define anymore all actions using only tests, sums +, products · and unary updating Aπ. We need to either add |, or replace unary updating by its binary version π|Aπ′.

New Syntax

We add parallel composition | and the two new constructs

P(A, C, B), P(A, C, B) to program expressions and we

relax a bit the guardedness condition:

π ::= X ψ(A, C, B) π + π^′ π|π^′ ?φ ψ?(A, C, B) π · π^{′ A}π < X|X = π > As before, φ must be a (closed) sentence, but ψ may be just an arbitrary formula. There is no reason that the message ψ should be an already closed formula: unlike the precondition, the content of a communication action might refer to the action itself. There’s no reason to exclude messages such as " After hearing this message, you will be very happy " A message is just a message, just "saying so": doesn’t have to be true beforehand for its uttering to be possible; hence, determining its truth value might involve the very act of uttering it. So, not only ψ in our new constructs can be any formula, but we allow these constructs inside the fixed point operator. Namely, we say that X is guarded in π if all its occurences are either epistemically guarded or are inside a subexpression of the form ψ . . ..

Semantics

The definition of the semantics is essentially the same for the logic and for the old program constructs , except that we also need to extend it to the new constructs

‖ψ(A, C, B)‖ =: ‖ψ‖(A, C, B) ‖ψ?(A, C, B)‖ =: ‖ψ‖?(A, C, B) ‖ π|π^′ ‖ =: ‖π‖ | ‖π^′‖

The Surprise Examination Puzzle - Simplified Version

Suppose that there is only one student, B. The teacher A comes to class and says:

"Tomorrow morning you’ll have an exam, but you won’t know it beforehand. It’ll be surprise!"

How should we interpret this action σ? Clearly, this is a public action, so σ_A = σ_B = {σ} Clearly an assertion ψ is sent from A to B, so the content of this action is of the form

ψ(A, B, ∅) But what does the message say? What are the preconditions of this action?

First Interpretation

The message ψ is

exam ∧ ¬□_Bexam Then this action is similar to the Alice stories: a possibly true message, but unlearnable, since it becomes false after bein uttered.

The precondition is not clear, but it is possible to asign ψ itself as a precondition: this assumes teacher’s infallibility (in this issue at least), as it is common knowledge that he doesn’t lie. The action comes with a warranty of truth .

Of course, the message becomes false after its uttering. But there’s no paradox.

Second Interpretation

The message refers to the future: it says that, even after hearing the message, B will still not know that he’ll have an exam. So this is an action σ whose content consists of a message ψ of the form exam ∧ [σ]¬□_Aexam This is perfectly OK, we can even construct such self-referential actions using our fixed-point operator.

But we cannot assign a precondition to σ in such a way to make it come with a "warranty of inherent truth" (as before). This is because ψ cannot be a precondition of σ, as it refers to the action σ itself.

Conclusion

So no inherent truthfulness, no paradox: the message may be true (-and in fact it’ll be true, since B won’t come to believe it), but it doesn’t come with inherent truthfulness. It can be true essentially only because it can also be false.

Lesson: If somebody tells you this, then he’s not God nor the Pope! He’s not infallible.

Homework:

Analyse the original version of the Surprise Examination Paradox, instead of the simplified one.

Gricean Questions - reviewed

A questioning action σ is Gricean (or normal) if its content is a question:

Con(σ) = P?(A, C, B) satisfying two "normality" conditions: PRE(σ) |= ¬□_AP ∧ ¬□_A¬P and also

PRE(σ) |= ¬□_A(¬□_C P ∧ ¬□_C ¬P)

The question is abnormal if at least one of the normality conditions fails. It is rhetorical if both conditions fail.Father’s questions are rhetorical!

Dialogue Games

A dialogue game is a pair G = (SG, MG) of a finite set

S_G ⊆ St of initial epistemic states and a finite set of M_G of

communication acts, called legal (communication) moves. In a dialogue game G, the set MA of the moves available to agent A is the set of those moves in which A sends some message: M_A = {α ∈ M_G : CON_α = φ(?)(A, C, B)} for some C, B Given a dialogue game, a legal dialogue is a string s_0, α_0, s_1, α_1, . . . , α_{n−1}, s_n s.t. s0 ∈ SG, αi ∈ ActG and si+1 = si.αi for all i.

Strategies

One can formally define a notion of strategy for agent A in a dialogue game as a special kind of communication actions constructed from agent A’s available moves and from knowledge tests for A: this is a “syntactic” version of the corresponding notion of strategy in Game Theory. Strategies and Strategy Profiles. The set of all partial (rule-based) strategies of player A (strategies denoted by

σ(A), σ^′(A), . . .), is defined inductively by

σ(A) ::= α (∈ M_A) | ?□_Aφ · σ(a)+?¬□_Aφ · σ^′(a)

So A-strategies are conditional actions, with conditions being

given by knowledge tests for agent A and actions being given

by A’s possible moves.^a

This concept is formally different from the standard semantic concept of strategy in game theory, but it’s related. In game theory, strategies are functions from equivalence classes (modulo the indistiguishability relation →a, assumed to be S5) into possible moves. Our definition refers to strategies as action-terms of a specific kind.

aThis is very close to the notion of knowledge-based protocols, introduced in [FHMV].

Responsiveness

An agent C is responsive (and sincere) in a legal dialogue to an agent A if, after every questioning action σ addresed to him, i.e. having content P?(A, C, B) for some A and B, C answers the question truthfully and sincerely, i.e. performs the action AnsC (P?(A, C, B).

Socratic Strategies

What makes the Muddy Children Puzzle go is the combination of truthfulness with responsiveness of all the communication acts, but also the public quality of everything that goes on: our Example 3 shows that a basic default assumption in the classical Puzzle is the absence of any secret communication moves.

This makes possible the father’s “Socratic strategy”. A questioning act is Socratic if the underlying questions is rhetorical in this act, but (in the context of the legal dialogue) putting the question ensures that, after the next action, somebody will know the answer. A questioning strategy is Socratic if a player using this strategu in a given dialogue game ensures that at the output state of the game some agent will know the answer.

Father’s strategy in the Muddy Children Puzzle is Socratic.